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temporary structure used to search for a scalable, reproducible, cost-effective
business model [3].

At the same time, a startup is a high-risk enterprise with its own operating
features that do not allow equating it with a regular company, therefore, startup
risks also have their own specifics. However, the risks of a startup are considered
primarily from the point of view of the investor, as the risks of an investment
project.

IT project can be any type of project that deals with IT infrastructure,
information systems, or computer technology. This can include software
development activities, such as programming a simple mobile app or a large-scale
software system. [4]

In order to determine the risk management method for startups and IT
projects, it is necessary to identify the risks that exist for them.

Table 1.
Classification of risk in startups and IT projects

Classification of Risk

Startup IT project
Product Risks Staff competencies risk
User Risks Business Model Risks
Team Risks User Risks
Business Model Risks Changes to the requirements risk

Financial risk External suppliers risk
Financial risk

As can be seen from the example, these risks have similarities. These risks
are characterized by the fact that their sources are mistakes made in the early
stages of the project, and an assessment of these risks can be performed separately
for each component in large projects. [5]

To identify innovative risks of startups and IT projects, it is necessary to
identify the maximum number of risks to which the organization is exposed in all
arcas of activity. For this purpose, all possible factors of changes in the
organization should be considered in the main areas:

e strategic (long-term goals of organizational development; capital; business
reputation; market positions; macroeconomic, political, social, scientific and
technical factors, etc.);

e operational related to the current activities of the organization;

e financial;

e informational (control over information sources, storage and use of
information, trade secrets, intellectual property and the use of modern
technologies for the effective use of knowledge and information that the
organization possesses);
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RISK MANAGEMENT METHODS FOR THE IMPLEMENTATION OF
STARTUPS AND IT PROJECTS FOR THE TRANSITION OF
KAZAKHSTAN TO THE LEADERS ON THE EXPERIENCE OF LEADER
FOREIGN COUNTRIES

Abstract. The main purpose of this article is to consider common risks in the
implementation of startups and IT projects, as well as to conduct examples of the
specifics of startups in foreign countries for further conclusions and examples for
the Republic of Kazakhstan. Methodology - as an example of successful risk
management methods applicable to the Republic of Kazakhstan in startups and IT
projects, were applied techniques such as: the verbal-numerical Harrington scale,
qualitative and quantitative analysis.

Thus, analysis and examples from foreign leading countries will help bring
the Republic of Kazakhstan to a new level of risk management in the
implementation of startups and IT projects.

Therefore, it was found the basic methods of project risk management, as
well as to identify features of risk management for startup and IT projects. At the
end, based on the analysis, identify specific aspects of risk management for IT
projects and startups.

Keywords: risk, startup, IT projects, numerical scale, integrated assessment,
data analysis, risk management.

Projects implemented in the field of information technology (IT projects)
and start-ups include a large number of technologies, hardware and specialists. In
large startups and projects, the complexity of implementation increases
significantly, and therefore, numerous risks arise that can negatively affect the
result. In practice, project managers often abandon existing risk management
methods, since their implementation can complicate the project management
process. [1]

Risk is a probabilistic event that may occur (or may not occur), and also can
be either positive or negative. [2]

Startup is a newly created organization that is engaged in the development of
new products or services in conditions of extreme uncertainty. A startup is a

92

7 7

Hayunwuii scypran «K novationsy

o regulatory (compliance of documents with internal standards and current

legislation). [6]

With the current method of identifying at an carly stage of rescarch can
provide information about the origin of the causal links between several innovative
projects that are interdependent input and output parameters of the project, as well
as subject to the combined effect of the external environment. (Fig.1)

Risk analysis

T | [ Risk
Risk Impact - probapility
sessment
Assessment
J

[Thocsin’g aRisk
Response
Strate;

[ R.ist control
‘and monitoring

Fig. 1. The main stages of identifying risk

Therefore, after identifying risk, it is necessary to analyze risk. For each risk,
it is necessary to cvaluate its probability and impact on a 10-point scale. To
increase the quality of the expert assessment, manager of startup or IT project can
use The verbal-numerical Harrington scale (Table 2).

Table 2.
The verbal-numerical Harrington scale

THE HARRINGTON | HARRINGTON | PROBABILITY

PROBABILITY RATIO RATIO

OF (ACCORDING

OCCURRENCE TO PMBOK)

OF RISK IN THE

PROJECT

VERY HIGH 8-10 5 Risk is inevitable.
Guaranteed start of
risk

HIGH 6,4-8 4 Risk is probable
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MIDDLE 3,7-6,4 3 There is no
guarantee that risk
will  occur, but
there is still have
possibility

LOW 2-3,7 2 There is a
possibility of the
risk

VERY LOW 0-2 1 There is a potential
risk

NO 0 0 No risk
PROBABILITY

After the main risks have been identified, it is necessary to choose one of the
risk management methods in startups and IT projects. There are three types of risk
management analysis or standards in international companies (Table 3).

Table 3.
Types of risk management analysis
IS0 31000:2009 COSO concept FERMA
(international) (USA) standard
(Europe)
Purpose Optimal investment of Accuracy of Company strategic
funds. reporting, goals
compliance  with
legislation,
operational  and
strategic
objectives
Structure Sequential actions Three-dimensional Flat outline
matrix: (1) describing risk

company  goals; management
(2) components; components
(3) organization

levels
Methods of Analysis of operations Identification and Analysis and
identification at the selected risk categorization of classification of
of risk level. risk events; external and
internal factors
Risk SWOT, PEST, and Event list, internal SWOT analysis;
assessment GEST analysis analysis, scenario analysis;
thresholds, business
process chain continuity
analysis, loss planning; PEST
95
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Now, there is an unprecedented surge in the interest of the business
community, in particular investors to startups. Today, the innovative market in
Kazakhstan is actively developing and attracting an increasing number of new
ideas and projects. [9]

This article examined the common risks of IT projects, provides an overview
of risk management methods, the main stages of risk identification. The verbal-
numerical Harrington scale is used to assess the impact of risk.

The practical significance of the work lies in the possible application of the
developed approach to risk management for startup projects. Based on the analysis
and the experience of European countries, we can confidently say that the best
option for risk management in start-ups and IT projects in the Republic of
Kazakhstan would be the FERMA standard. The FERMA standard is
recommended to the risk management of the enterprise for the implementation of
the risk management system, which may be appropriate to startups and IT projects
in the Republic of Kazakhstan. [10]

This research presents evidence of the lack of familiarity of Kazakh startup
management teams with risk management methods, an issue that is potentially
detrimental to the success of new ventures. Finally, the need for studies related to
risk management in innovation environments is emphasized as a way of supporting
the practice of this subject in startups and IT projects in the Republic of
Kazakhstan.

Thus, we can confidently say that if Kazakhstani companies can adhere to
standards, then as a good example of Western large companies, Kazakhstan will
also expect great success and prosperity in the development of startups and IT
projects.
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analysis analysis, etc.
Evaluation sensitivity analysis of Expert Calculation of
Methods performance  criteria; comparison with probability  and
scripting method, etc.  the standard; influence by
probabilistic and quantitative,
improbability qualitative, or
models. mixed methods.
Features public, private or Focus on financial Assessment of the
public company benefits and costs. economic effect of
internal  control
measures and
damage from risk
events

Today in the Republic of Kazakhstan the idea of startups and IT projects is
very popular. Thus, the various risks within cach startup are also growing, and
improving risk management is currently one of the urgent problems. [7]

Based on the analysis and the experience of European countries, we can
confidently say that the best option for risk management in start-ups and IT
projects in the Republic of Kazakhstan would be the FERMA standard.

The Federation of European Risk Management Associations (FERMA)
speaks for the risk management profession in Europe.

FERMA brings together 21 risk management associations in 20 European
countries. They represent nearly 5000 professional risk managers active in a wide
range of business sectors. FERMA acts on their behalf at European level and
promotes the risk management profession. [8]

Risk management (by the FERMA’s standards) protects the goals and
objectives of the organization and, accordingly, contributes to its capitalization,
development and image by virtue of:

o A systematic approach to planning and implementing long-term activities of
the organization.

o Improvement of the decision-making process and strategic planning by
creating an understanding of the structure of business processes in the
environment of changes, potential opportunities and threats to the
organization.

o Contribution to the process of the most efficient use / allocation of capital
and resources of the organization.

o Protecting the property interests of the organization and improving the
image of the company.

o Optimization of business processes.

o Further training of employees and the creation of an organizational base of
“knowledge”.

Thus, emphasizing the experience from foreign countries, the Republic of
Kazakhstan can reach a new level of risk management in startups and IT projects.
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METOABbI YITPABJIEHUSI PACKAMM JJI51 PEAJIM3ALIMU CTAPTAII
N IT-TPOEKTOB JJIS1 BBIBOJA KA3BAXCTAHA B JINJTEPHI HA
OIIBITE BEAYIIUX 3APYBEXKHBIX CTPAH.

AHHOTallllﬂ. OcHoBHas LCIb L[aHHDﬁ CTaTbU - PACCMOTPCTH 06H_II/IC PHUCKH
TIPH peau3aluy cTaprai 1 IT-IpoeKToB, a Takke IPHBECTH MPUMEPHI CIICIIUHKH
JAaHHBIX IIPOCKTOB B Sapy6C)KHLIX CTpaHax Ui ZlaJ'l];HCﬁLLIeFO ycnenrHoro
BHeznpeHus B Pecry6nuke Kasaxcran. MeTomonorus craTel - B KauecTBe IpuMepa
YCOCUIHBIX METOAOB YIpPaBJICHUA PUCKAMH, I[PUMCHHUMBIX K Pecny6nm<e
Kazaxcran B crapranmax u IT-npoekrax, OblIM MPUMEHEHbI TaKHE METOJbI, KaK:
BepOaIbHO-4MCIIOBas IIKada XappHHITOHA, CPABHUTENBHBIH, KAaUeCTBEHHBIH M
KOJIMYECTBEHHBIH aHaIM3.

Takum o0Opa3om, aHaiu3 M IPUMEPbl NPUMEHEHHs Pa3IMYHLIX METOIOB W3
BEAyLIUX 3apy66>1<1-n,1x CTPaH NMOMOTYT BbIBECTH Pecny6nm<y Kazaxcran Ha HOBBIN
YpOBEHb YHpaBICHUs PUCKaMU TPU peanu3aluu crapran U IT-npoekTos.

Bornee Toro, Ha OCHOBE aHANN3a, U, ONMHUPASACH HA OIBIT 3aPYOCKHBIX BETYIIHX
CTpaH, OBLITH ONIPEACICHbBI KOHKPETHBIC AaCIICKTBI YIIPABJIICHUSA PHUCKAMH IS IT-
TIPOCKTOB M CTapTaIloB.

KialoueBbie cioBa: PHUCK, CcTapTarl, I/IT-HPOSKTLI, YgucioBasg IIKaia,
KOMIUICKCHAsI OLICHKA, aHAJIM3 JJAHHBIX, YIPABJICHHE PHCKAMH.
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OKOHOMUKA. MOJINTOJIOTHA

VYIK 330.1
Kymaguasaun M. C.
MarucTpanT

Akademus eocyoapcmeennozo ynpagienis
npu Ilpeszudenme Pecnyonurku Kazaxcman, 2. Hyp-Cyaman

YYET JUOPEPEHIIUALIUN CTPYKTYPbI HIOTPEBUTEJ/IbCKUX
PACXO/IOB JOMAIIIHAX XO3SIICTB B PETHOHAX B ITPOIIECCE
PACYETA UHJAEKCA NOTPEBUTEJIbCKHX IIEH IO OBJIACTSM
PECIIYBJIMKH KA3AXCTAH

AHHoTanms: B cratbe paccMoTpensl BONPocsl GOpMUPOBAHUS UHIALNK B
paspese peruonoB. Ompenenena crenenb JupQepeHIHanny TOTPEOUTETBCKUX
pacxogoB B paspe3e PErHOHOB W €ro BIMSAHHE MOKas3aTeldb pPerdoHANbHON
uHbIAIAN.

KiioueBble c10Ba: HHOIALMS, HHACKC MOTPCOUTEIBCKUX LICH, CTPYKTypa
MOTPEOUTEIBCKUE PACXO/Ibl, BAJIOBOI PETHOHAIBHBIH MPOIYKT.

ConupagbHO  SKOHOMHYCCKas cuTyauuss B Pecny6nmke Kasaxcran
XapakTepusyercss 6ombmioil auddepeHnuanyeil SKOHOMIYCCKHX IMOKA3aTelci, B
YAaCTHOCTH II0 CPCAHCIYIICBBIM HOMHHATBHBIM JCHC/KHBIC IOXOJaM Ppa3HHIA
MEKTY MAKCHMATTBHBIM 1 MHHIMATBHBIM TIOKa3aTeIcM COCTABIACT Goyice 4 pasa’’
(ATtbipayckas obnacts — 199 047 tenre, Typkecranckas obnacts - 49 510 tenre).
Banoselii pernonansubiii poaykt (BPIT) mo gammeiM 3a 9 mecsues 2018 roma
TaKKe 3HAYUTEIHLHO BapbUPYIOTCsS Mexay peruonamu (Pucynox 1).

ITo nponOBONLCTBEHHOH Kop3uHe HabmojaloTcs Oojee WIM  MeHee
OIHOPOAHbIE MOKA3aTeNH, HO TEMHEe MEHe €CTb 3HauMTenbHble pasaunumua. K
npumepy, 1o JaHHbIM 3a 4 kBaprtan 2018 roma® B Mamnrucrayckoii obnacti
MPOIOBOJILCTBCHHAS KOpP3HHA cocTaBiiIa 18 661 TeHre, a B KaMObLICKOI - Bcero
13313 Tenre. Ucxons, U3 MNpEICTaBICHHBIX TAaHHBIX MOXKHO 3aMETHTB, 4YTO
[I0KA3aTCIN CHIIBHO KOPPCIHPYIOTCS MEXKIy CcO0Oif, BO MHOIOM 9TO CBS3aHO C
oTpacieBOil CTPYKTYPOil perHoHa, TaK PErHOHbI C BBICOKMMH loka3areiasmu BPIT
JIMJUPYIOT 10 CPCIAHCIHYLICBBIM [[0XO0JaM W HA000poT peruoHsl ¢ Hu3kuMm BPII
JICMOHCTPHPYIOT HU3KHIT YPOBCHb JI0X0/1a HACCIICHUS. YKa3aHHBIC BBIIIC PA3ITHIHA
TOBOPAT O HEOJHOPOAHOCTH COLMAIBLHO-DKOHOMHYECKOH JKU3HH PETHOHOB,
00ycnaBiInBaoLLyio 0oJiee TOUHYIO OLEHKY HH(IALMOHHBIX MPOLECCOB B pa3pese
PETHOHOB.

' Mo nantbiv 3a 4 keapran 2018 roga, Metounnk: KoMUTET 10 cTatieTiKe MUHHCTEPCTBA HAMOHATLHOT
skonoMukn PecryGmka Kasaxcrat - https:/taldau.stat.gov.kz/ru/NewIndex/Getlndex/704447 ?keyword=
2 Mcrounnk: Komuter no cratuctike MusucrepeTsa i Peciy Kasaxcran -
https:/taldau.stat.gov.kz/ru/Newlndex/GetIndex/704494?keyword=
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